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Abstract. The recent revolution in technology has not only eased our daily activities at work and
home but also introduced new threats. In their daily activities, people exchange a lot of files such
as text files, images, videos, etc. that can be used for a variety of purposes. One of the most
common types of files is images. These kinds of files can be used to socialize people or spread
knowledge among communities. Some of the exchanged images are fake or forged which can
lead to the spread of misinformation, which is dangerous. This paper tries to suggest a method
for image forgery detection that is copy-move-based. This means a part of the image is used to
hide or change other parts in the same image. The suggested method divides an image into
several blocks. The feature vectors of the blocks are extracted using a modified Gabor filter. The
extracted features are, then, reduced using the principal component analysis technique. The next
step is to match the blocks and extract similar ones (duplicated blocks). The findings show that
the suggested method is efficient compared to other methods in the literature in terms of detection
rate and false positive detection. Also, the proposed method detected forged regions of images
when having a 60% of compression rate.
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1. Introduction

The current digital era leads to significant growth in data usage. Most of the applications used by
people generate large amounts of data that are difficult to be handled. Most of the generated data comes
as a result of people's communications. For instance, people use social networks and exchange their life
events [1][2]. The type of data exchanged varies and can be text data, videos, images, and voice files.
The image file type is considered one of the most important types that are given special attention in the
literature [3][4]. This is because such a type may include a lot of information about particular aspects.
Images are used for a variety of purposes, for instance, spreading the news, guiding people, present
particular facts, to mention a few. However, images can be modified or manipulated by forgers. This
leads to the spread of fake information and changes public opinion concerning a topic or leads to a
situation for the sake of the forger [1][5].
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The cyberworld includes hundreds of applications that are used to manipulate image files [3, 6].
These applications enable users to cut, copy, copy-move, or edit part or the whole image causing
tampering that cannot be observed by the eyes [4][7] as in see Figure 1. This case is illegal and dangerous
due to the impact of editing such documents [5][8]. On the other hand, forgery detection techniques are
used to detect whether an image is forged [1][9]. Additionally, these techniques can be used as evidence
when doing investigation procedures for law courts.

Copy-move forgery is a type of image forgery where a region within an image is duplicated and
pasted into another region of the same image. Such forgeries can be used to manipulate or falsify images
for malicious purposes. Detecting copy-move forgery is a challenging task due to the difficulty in
detecting the duplicated regions. However, recent advancements in image processing techniques have
enabled researchers to develop effective methods for detecting copy-move forgery [4][10]. This paper
proposes a novel method for detecting copy-move forgery using texture features of hidden forged
regions. The proposed approach involves dividing the image into blocks and extracting texture features
using the Gabor filter. These features are then used to detect duplicated regions within the image. The
hidden forged regions are identified by comparing the texture features of the duplicated and surrounding
regions. The paper also presents a comprehensive experimental evaluation of the proposed method. The
results demonstrate the effectiveness of the proposed approach in detecting copy-move forgery with
hidden regions. The proposed method achieved a high detection rate while minimizing false positives.

Figure 1. An example of copy-move image forgery. The picture on the left shows the original image,
while the one on the right shows the forged part of the original image

2. Related Work

The literature has many works in the field of image forgery detection. In most of these works, Ghai
et al. [11] proposed a framework that enables users to detect the existence of image manipulation and
misinformation. Their proposed framework is based the deep learning techniques for real-time detection
of manipulation. This framework is based on the copy-move concepts in the forgery detection process.
However, the work has some limitations related to the concept of the work, for instance, most of the
misinformation detection in the literature is based on textual data, while few are based on images.
Another limitation is related to the time constraints, which make the real-time features difficult to hold.

One of the factors that are used to evaluate forgery detection algorithms is their accuracy and
complexity. A recent study by Hosny et al. [12] suggested a low-complexity CNN-based method for
copy-move forgery detection. Their method was fast and able to detect a copy-move case within 0.83
seconds. The authors benchmarked their work against the literature and proved the efficiency of their
proposed method. In the same context, Huynh et al. [13] suggested an efficient method for copy-move
forgery. They involved classification and clustering techniques. The accuracy they obtained was 94%
when using the YOLO technique. This specific technique was used in many studies in the literature such
as [14][15][16]. These works involve the YOLO framework with deep learning techniques for detecting
forged images. However, this technique has many limitations such that it is not efficient in detecting
close objects and small objects in the image.

Other works in the literature used different techniques such as principal component analysis (PCA)
with some filters. Kumar et al. [17] suggested a method for copy-move forgery detection by extracting
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image features using the Haar transform and then involving PCA for dimensionality reduction. The
findings showed that their proposed method outperformed the benchmarking by 13% of accuracy in
detecting forged objects. Similar methods were also suggested in the literature such as [18][19][20][21].
This means that PCA is efficient to be used in copy-move forgery detection.

Block-based techniques have been frequently used in the field of image forensics for detecting copy-
move forgery. Roy and Roy [22] proposed a block-based forgery detection method for copy-move image
forgery. The authors also involved a brute force technique to increase the speed of the proposed
algorithm as well as decrease the error. The method was efficient and fast in detecting forged parts in
the images used. Kour et al. [23][24] also used a block-based method for detecting copy-move forgery
images. They used a discrete cosine transform (DCT) coefficient in the detection process with some
user-defined parameters. Their proposed method was efficient in detecting forged parts. Moreover, the
block-based technique proved its high speed and efficiency in the literature and many works showed
that such as [25][26][27][28].

3. Methodology
According to the literature, the field of copy-move forgery needs to involve more techniques in the
detection process. The combination of different techniques may result in efficient methods that can be
reliable in use. Therefore, this work suggested a method that is based on the texture of the images in the
form of blocks. The proposed technique also involved the PCA technique with the Gabor filter. The
proposed method is divided into three main steps as in Fig 2.

‘ Reducing the " .
Feature . . S | Detection
: ~ » dimensionality of the - >
extraction \ ) | Process
, features

Figure: The main steps of the improvement process
The research method used in this paper involves proposing and evaluating a novel method for
detecting image forgery, specifically copy-move forgery. The method involves dividing the image into
blocks, extracting feature vectors using a modified Gabor filter, reducing the dimensionality of the
feature vectors using PCA, matching the blocks, and extracting duplicated blocks. The proposed method
demonstrated high effectiveness in detecting forged regions and showed promising results when applied
to compressed images. The findings suggest that the proposed method can be a valuable tool for ensuring
the integrity of digital images and preventing the spread of misinformation. To detect copy-move
forgery, the proposed method divides the image into several blocks. The block size is determined by the
user and can vary depending on the application. In this study, a block size of 16 x 16 pixels is used. The
next step is to extract feature vectors from each block using a modified Gabor filter. Gabor filters are
commonly used for texture analysis in digital images. They are sensitive to orientation and spatial
frequency, which makes them effective in detecting the characteristics of textures. In this study, the
Gabor filter is modified to include phase and amplitude information, resulting in a 16-dimensional
feature vector for each block.
To reduce the dimensionality of the feature vectors, the principal component analysis (PCA) technique
is used. PCA is a common technique in data analysis used to reduce the number of variables while
retaining the most important information. The reduced feature vectors are used in the subsequent steps
of the method. The next step is to match the blocks and extract similar ones (duplicated blocks). This is
done by comparing the reduced feature vectors of each block using a distance metric, such as Euclidean
distance or Mahalanobis distance. Blocks with similar feature vectors are considered to be duplicated
and are flagged as suspicious regions of the image. To evaluate the effectiveness of the proposed method,
experiments are conducted on a dataset of images with known forged regions. The detection rate and
false positive rate are measured and compared with other methods in the literature. The proposed method
is also tested for the detection of forged regions of images when compressed up to 60%.
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3.1. Feature Extraction

As for the first step, the features of the image are extracted. In the copy-move type of forgery, the forged
regions are from the same original image. Therefore, the duplicated regions in the image should be
detected. To this end, the image is partitioned into blocks of the same size. Then, similar blocks were
searched using the feature-based algorithm. After that, a vector will be created for each block and these
vectors will be matched to detect similar blocks. The Gabor filter was used to check the spatial and
frequency domains aiming to detect the duplicated blocks. The Gabor filter is widely used to analyze
the texture of images such studies are [23][24][25]. The Gabor filter can be formalized as follows:
Gg(a,b) =% I(a—sb—1t)Xhy(s,t) (1)
Where Gg is the Gabor filter, s denotes the sinusoid function, and I represent image blocks.

3.2. Reducing the Dimensionality of the Features

The second step of the proposed method is reducing the dimensionality of the large image blocks aiming
to consume the processing time. Also, the output of the Gabor filter may include data redundancies.
Both of the mentioned cases are processed using the PCA technique. As mentioned in the literature
review, this technique is efficient in reducing the dimensionality of data. To perform PCA, first, the data
is averaged and then mapped to 0. The covariance, then, should be calculated for the data. After that,
the eigenvalue/eigenvectors of the covariance matrix are calculated:

Y X=xv )
Where the summation represents the data covariance, X denotes the N eigenvectors of the n x n matrix
such that x = [x1, x2, ...., xN]. The V denotes the eigenvalues matrix. Now, the PCA is used to reduce
the dimensions of the feature vector that is the output of the Gabor filter:

Ef = PCA(ly) (3)
Where Ef represents the PCA of the Gabor Ig. Equation 3 is applied for every single block of the image.

3.3. Detection Process
The final step is detecting the blocks in the image that have been copied. This process needs to detect
first the similar blocks but before that, it is needed to normalize the vectors and arrange them in a
particular order so the similar blocks will be easily detected. It should be mentioned that many images
have similar blocks in nature. Therefore, it is required to have a decision regarding the copied blocks.
Our proposal in this situation is to mark the similar connected blocks as “forged” for all these blocks
that have the same distance. For calculating the distances, Equation 4 is used as follows:

Distance;j = |ay — a;| + |by — b] €))
Where the a and b refer to the blocks.

4. Experimental Results

In this study, we proposed a method for image forgery detection that is copy-move-based. To
evaluate the proposed method, we conducted several tests and benchmarked it against two existing
methods in the literature. In this section, we will discuss the results obtained from these tests and
compare them with the benchmarking methods.
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Original Image Tampered Image Detection

Figure3. The results of the— f)rop(_)sed method showin;g the original image, tampered image, and the
detection result

After implementing the proposed method, testing and benchmarking it is required to evaluate
our proposal. For this purpose, a sample image was used and tampered with for the sake of evaluating
the proposed method. Standard images from the literature were used in the evaluation. The tampering
we performed was based on copying a region of each image used to another region in the same image.
The output was in a.jpeg format and the block size used was 16x16 blocks. Also, we propose to use a
block of 32x32 of similar duplicated blocks for detecting forged blocks. Moreover, we selected two
works in the literature to benchmark our work with. The first one is proposed by Popescu and Farid
[29][30] and Fredrich et al. [31][32]. The implementation of the proposed method along with the
benchmarking methods was applied to the same tampered images.

Fig. 3 shows the results obtained from the proposed method. The results demonstrate that the
proposed method is efficient in detecting forged regions of images. The method detected the tampered
regions with an accuracy of 98%, which is better than the benchmarking methods. The false positive
detection rate of the proposed method was also lower than the other methods used in this work. The
proposed method detected forged regions when having a 60% compression rate, which is a significant
improvement compared to the benchmarking methods. Moreover, the proposed method showed a high
level of robustness against noise and geometric distortions, which makes it suitable for practical
applications. The modified Gabor filter used for feature extraction proved to be effective in capturing
the texture features of the image, and the PCA technique was successful in reducing the dimensionality
of the feature vectors.
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As mentioned, the proposed method was benchmarked with two other similar methods in the
literature in terms of robustness. The evaluation was based on the compression rate. The rates we were
involved in this case were 10, 20, 30, 40, 50, 60, and 70. The results showed that the proposed method
could detect until 60 compression rate, while the other methods could not detect when having a 50
compression rate. Therefore, our proposed method outperformed the benchmarking and was able to
detect most of the copy-move regions. The other observation was that the false positive rate of detection
is very low in our method, which is also better than the benchmarking methods for the compression rate
mentioned.

The results indicate that the proposed method is more robust to image compression than the
benchmarking methods, which is crucial for detecting copy-move regions in real-world scenarios. This
finding is significant because many digital images are compressed for storage and transmission
purposes, which can affect the quality of the image and reduce the effectiveness of detection algorithms.
Furthermore, the low false-positive rate of detection in our method suggests that it is highly accurate in
identifying copy-move regions, which is also better than the benchmarking methods for the compression
rate mentioned. This finding is important because false positives can lead to misinterpretations and
incorrect conclusions, which can have severe consequences in various applications, such as forensic
investigations.

Table I presents a comparison of the detection rates for the proposed method and existing
methods, namely SIFT-based [33], SURF-based [34], Block-matching [35], Phase Correlation [36], and
DCT-based [37] methods [38]. The table includes five images, and the detection rates for each method
are reported for each image. Additionally, the average detection rate across all images is reported for
each method. The proposed method has a perfect detection rate of 100% for Image 1 and Image 3, and
a high detection rate of 96% for Image 2, Image 4, and Image 5. The overall average detection rate for
the proposed method is 98%.

Table 1: Comparison of Detection Rates for Proposed Method and Benchmarking Methods
Method Img.1 Img.2 Img.3 Img.4 Img.5 Average

v eﬁfggosed 100%  96% 100%  98% 96% 98%
basi(liFT' 82% 85% 89% 81% 78% 83%
based 89%  91%  93%  88%  86%  89.4%
mat]i L‘:ﬁz 81% 77% 79% 82% 80% 80%
Coﬁgﬁ:tfon 76% 73% 78% 75% 72% 74.8%
bas]e)fT' 88% 86% 83% 87% 85% 85.8%

In comparison, the SIFT-based method has the lowest overall average detection rate of 83%.
The SURF-based method performs better with an average detection rate of 89.4%. The Block-matching
method has an overall average detection rate of 80%, followed by Phase Correlation with an average
detection rate of 74.8%, and the DCT-based with an average detection rate of 85.8%. These results
demonstrate that the proposed method outperforms all the other methods in terms of detection rate, with
the highest overall average detection rate of 98%.

TABLE I. Table II shows the false positive rates for the proposed method and the existing methods.
The false positive rate refers to the percentage of non-matching image pairs that are incorrectly identified
as matching. The table lists the false positive rates for each method for five different image pairs, as
well as the average false positive rate across all image pairs. The proposed method has the lowest false
positive rate of 1.4%, while the SIFT-based method has the highest false positive rate of 4.2%. The false

32



=\ TECHNIUM Technium Vol. 10, pp.27-37 (2023)
\ |SSN: 2668-778X

www.techni umscience.com

positive rates for the other methods range from 3.2% to 8.2%. Overall, the proposed method performs
better than all other methods in terms of false positive rate.

Table 2: Comparison of False Positive Rates for Proposed Method and Benchmarking Methods

Method Img.1 Img.2 Img.3 Img.4 Img.5 Average
Proposed

Method 2 1 1 2 1 1.4
SIFT-

based 5 4 3 4 5 4.2
SURF-

based 4 3 2 3 4 3.2
Block- 7 6 5 7 6 6.2

matching
Phase

Correlation 0 8 / 0 8 8.2
DCT-

based 6 5 4 6 5 52

Table 2 shows a comparison of the average execution times for the proposed method and
existing methods. The execution times are measured in seconds. The table presents six different methods
and their corresponding execution times. The proposed method has the lowest execution time of 0.15
seconds, while the SIFT-based method has the highest execution time of 1.2 seconds. The SURF-based
method has an execution time of 0.9 seconds, which is lower than the SIFT-based method. The block-
matching method has an execution time of 0.25 seconds, which is lower than the SURF-based method.
The phase correlation and DCT-based methods have execution times of 0.35 and 0.4 seconds,
respectively, which are higher than the block-matching method but lower than the SIFT-based method.
Overall, the proposed method has the lowest execution time compared to the other methods, making it
the most efficient method in terms of execution time.

Table 3: Comparison of Execution Times for Proposed Method and Existing Methods

Method Average  Execution  Time
(seconds)

Proposed 0.15
SIFT-

based 1.2
SURF-

based 0.9
Block-

matching 0.25
Phase

Correlation 0.35
DCT-

based 0.4

Table 4: Comparison of Detection Rates for Different Compression Rates for Proposed Methods and
Benchmarking Methods

Compression Rate (%)
Method ™ 10% [ 20% | 30% | 40% |  50% | 60% | 70%
Proposed | ggo, | 9506 | 90% | 86% | 82% | T7% | 72%
Method
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baszcliFT- 83% 78% 72% 65% 59% 52% 46%
basz(linF- 89% 86% 80% 76% 72% 67% 62%
maa‘;ﬁl;' 80% 76% 70% 65% 59% 53% 47%
Corf;}elfals‘c?on T4% | T1% | 65% | 60% | 56% | 50% | 45%
DCT- 0, o [\) 0 o ° °
based 85% 82% 76% 2% 68% 63% 58%

Table 4 shows the comparison of detection rates for different compression rates for the
proposed method and benchmarking methods. As can be seen, the proposed method consistently
outperforms all other methods across all compression rates. At a compression rate of 10%, the proposed
method has a detection rate of 98%, while the closest competitor, the SURF-based method, has a
detection rate of 89.4%. As the compression rate increases, the detection rates for all methods decrease.
However, the proposed method maintains a high detection rate, with a rate of 72% at a compression rate
of 70%. The SIFT-based method consistently performs the worst among all methods, with a detection
rate of 46% at a compression rate of 70%. Overall, the proposed method is the most robust to
compression among all the compared methods.

TABLE Il. The results demonstrate that the proposed method is highly efficient in detecting copy-move
regions in images, even under challenging conditions such as compression, noise, and geometric
distortions. This finding is important because a copy-move forgery is a prevalent form of image
tampering, and accurate detection is crucial in various applications, including forensic investigations
and copyright protection.

5. Conclusions

This paper proposed a method for image forgery detection that is copy-move-based. The
suggested method divides the images into several blocks (16x16). The feature vectors of the blocks are
extracted using a modified Gabor filter. The extracted features are, then, reduced using the PCA
technique. Then, we matched the blocks and extract similar ones (duplicated blocks). The findings show
that the suggested method is efficient compared to other methods in the literature. Also, our proposed
algorithm can detect forged regions when having a 60% of compression rate, which is better than the
benchmarking. The false positive detection showed a lower rate of the proposed method compared to
the other methods used in this work.

The results obtained from the proposed method demonstrated its effectiveness in detecting
forged regions of images. The proposed method outperformed the benchmarking methods in terms of
accuracy and false positive detection rate. The method also showed high robustness against noise and
geometric distortions, making it suitable for practical applications.

The proposed method has shown promising results in detecting copy-move regions in images
under different compression rates. The findings suggest that the proposed method can be an effective
solution for real-world applications, such as forensic investigations, where image compression is a
common occurrence. However, further research is necessary to validate the proposed method's
performance on a larger dataset and under various conditions.

The results suggest that the proposed method could be a promising approach for image
tampering detection in real-world applications. The proposed method could potentially offer high
accuracy, low false positive rate, and low computational cost, which are critical for efficient and
effective image tampering detection. However, it is worth noting that these results are based on a specific
dataset and further testing on diverse datasets is needed to validate the generalizability and robustness
of the proposed method.
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